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M-Trends 2021:
Cyber Security Insights
Combining the best of Mandiant cyber security
expertise and threat intelligence with statistics
and analysis from global frontline investigations,
M-Trends is an industry-leading publication
packed with security insights.
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The 12th edition of M-Trends released this April outlines critical details on trending
attacker behaviors to help security teams with strategy, planning and investment
over the coming months. Some of the 2021 findings include the:
•
•
•

Evolution of ransomware
Rise of Internal incident detections
First drop in global median dwell time to below 30 days

Ransomware is Evolving
Mandiant experts have reported that there were twice as many ransomwareinvolved investigations in 2020 than 2019. Research has revealed a distinct
change in ransomware attacks, such that actors:
•
•
•

Deploy ransomware encryptors
Threaten to make stolen confidential data public via a data breach
Publish stolen data on a “name-and-shame” website
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Mandiant has labeled this activity “multifaceted extortion,” and it continues to be
a leading concern for organizations as threat actors evolve their technology and
adapt their tactics in response to the changing security landscape.
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“Multifaceted extortion and ransomware are the most prevalent threats to
organizations. In this year’s report, direct financial gain was the likely motive
for at least 36% of the intrusions we investigated. Data theft and reselling of
unauthorized access to victim organizations remain high as multifaceted extortion
and ransomware actors have trended away from purely opportunistic campaigns
in favor of targeting organizations that are more likely to pay large extortion
demands. Given this surge, organizations must take proactive action to mitigate
the potential impact.” – Charles Carmakal, Senior Vice President and Chief
Technology Officer, Mandiant

Global Dwell Time Improves
Since 2011, Mandiant has been observing global median dwell time trends,
reporting a drop to below one month for the first time in 2020, as organizations
identify incidents almost twice as quickly as they did the previous year. Mandiant
has attributed this reduction to:
•
•

The continued development and improvement of organizational detection
and response capabilities
An evolution of the threat landscape
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The proportion of investigations involving
ransomware rose to 25% in 2020, from
14% in 2019, the majority of which (78%)
had dwell times of 30 days or less.

GLOBAL DWELL TIME BY INVESTIGATION TYPE, 2020
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Internal Detections on the Rise
This year’s M-Trends notes a 12% increase in internal incident detection against the
previous year. Mandiant experts observed organizations independently detecting
most of their own incidents, which is in line with the overall trend observed over
the last five years.
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Regionally, 61% of detections in the Americas resulted from internal incidents,
with EMEA and APAC closely aligned at 53% and 52%, respectively. The report
also shows that APAC and EMEA organizations received proportionally more
notifications of compromise from external entities than those in North America.
The full 2021 M-Trends report contains additional findings including fresh detail on
UNC2452, changes to targeted industries, pandemic-related threats and
case studies.

DOWNLOAD M-TRENDS >
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The UNC2452
Wake Up Call
Whether acting as a consumer or as an organization, we
have been trained to keep any software up to date if we
want to take advantage of improved functionality and
remove glitches. While we diligently download updates,
it rarely crosses anyone’s mind that a hacker could try
to infiltrate our environment through the update. In the
spring of 2020, as 18,000 SolarWinds customers took
action following an on-screen prompt to update their
software, they did not suspect they would be the next
victims of a major cyber attack.
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Following the global news release of the breach, governmental and private
organizations scrambled to disable SolarWinds software and assess the damage
in what was purported to have been the biggest cyber incident in years. The
incident represented a wakeup call for many defenders, illustrating the stealth and
operational sophistication this adversary demonstrated.

Discovery and Identification
The threat actor was initially identified by a rogue multi-force and observers (MFO)
attempt that caught the eye of a Mandiant responder who subsequently escalated
the event. An internal investigation ensued, but most artifacts led to dead ends
until the investigation finally connected to the supply chain incident and Sunburst
malware. At that moment, Mandiant generated the temporary uncategorized threat
actor name UNC2452.
As further information became available, several actor characteristics surfaced and
were attributed to UNC2452, including:
•

They were well resourced and used a dedicated infrastructure with a large
number of personnel, possibly across multiple teams.

•

Their primary motivation was espionage. The stolen data had little monetary
value in the open public market, but it posed a significant risk to governments.

•

They were likely state backed or sponsored to set up and maintain the size of
their operation.
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UNC2452 Operations
The methods this actor used are disconcerting, because they operate in a way
we have not previously observed. Stealthy, disciplined and adaptable to different
environments, they learned how to become invisible from threat intelligence blogs
(counter intelligence) and applied multiple means of persistence through malware
and classical access. Once inside the victim’s environment, any on-disk activity was
minimized to remove forensic artifacts and host names were chosen to match those
of the victim to avoid detection.

The attacks themselves were very sophisticated, highlighting their adaptability
as an adversary. The initial stages of the attack were broad, installing a trojan on
18,000 SolarWinds Orion customer environments. They then identified and selected
approximately 50 high value targets, such as governments, NGOs and technology
firms. The attackers used technology organizations for their infrastructure, enabling
them to expand their operations further, using spear phishing and password spray
to gain access, patiently testing their attacks and then waiting two weeks before
acting fast.
Our investigations found that no standard playbook was adopted and the attack
progression did not show any linear signs; the actor was adept at manipulating
multiple systems and persistent using many sophisticated tactics, techniques and
procedures.
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The Importance of Threat Intelligence
While the actor was stealthy, we discovered the attack because of our extensive
breach intelligence data that has been accumulating for over a decade. It holds
specific details on every actor, keeping track of their activities. Whenever an
incident occurred, our experts were able to connect the dots between a simple
security event and known activity to surface the adversary and their attack plan.
Mandiant has made all UNC2452 actor activities and insights available to every
Mandiant Advantage Threat Intelligence subscriber, irrespective of whether they
have a free or paid subscription. As new evidence comes to light, we will continue to
update our software so that organizations can arm themselves with the detail they
need to identify, protect and respond to UNC2452 and other adversaries.
To access the latest UNC2452 details, register for free access to Mandiant
Advantage.

LEARN MORE >

WHEN IT COMES
TO THREAT
INTELLIGENCE,
DON’T CUT CORNERS
See Why Forrester Named FireEye a Leader

GET THE FORRESTER REPORT >
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Aligning IT and Finance
on Organizational Risk
WHY CISOs AND CFOs SHOULD COME
TOGETHER ON SECURITY VALIDATION

The average organization uses 30-70 security tools and
can spend millions of dollars to address a single type of
attack. Not only has spending on cyber security increased
rapidly over the years, but organizations’ security
investments can sometimes be greater than the losses the
technology is designed to protect. The combination of
these two factors and a general lack of understanding of
cyber security performance has led some organizations
to view it as a black hole; the organization’s board sees
money going into cyber security but cannot quantify the
impact on operational performance.
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CISOs need to rationalize their spending to demonstrate operational competence
to the C-suite and board. Undertaking this effectively requires cultivating
strategic alliances with peers across the organization to support each business
case. For many companies, a connection already exists between CFO and CISO
responsibilities, because a firm’s cyber security effectiveness impacts not only
the cash flow of a business in terms of losses following an attack, but also stock
market transactions. When these fail to flow as the result of a breach, brand trust
and valuations can plummet in both public and private markets.
This cross-functional reliance should strengthen as the security rationalization
process evolves. A critical factor for success is the ability to understand security
needs across the company, which can help ensure the organization’s top-line
goals are appropriately served by its workforce and investments.

The CISO’s Focus
The CISO must have a deep and verifiable understanding of the effectiveness of
the cyber security stack with full visibility across the entire attack lifecycle, from
initial reconnaissance to completed mission. They must provide the board with
empiric evidence in three main areas:
•

How successfully the company’s defenses perform to protect against cyber
attacks and how this impacts the organization’s overall risk profile.

•

What opportunities exist to simplify the security technology stack to maintain
or improve security effectiveness and optimize controls and associated ROI.

•

How cyber security spending can be adjusted to maintain an acceptable level
of risk where budgets are under pressure.

•

With this information, the CISO can work with the CFO to answer the board’s
in-depth questions about cyber security protection and the impact on the
bottom line.
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The CFO’s Focus
Holding ultimate responsibility for the financial efficiency and accuracy of a
company, a CFO needs to be confident that the organization’s financial systems
are secure. Should a compromise occur, the reliability of financial reporting will be
questioned, which can impact the company’s performance and market value. A
CFO therefore needs to report to the board on three areas:
•

How the ROI of the current cyber security stack aligns to the agreed
corporate risk profile.

•

How the organization is recouping its cyber security investment as a whole
and within prioritized applications.

•

How the company cyber security scorecard compares to the financial
rationalization of its security spend.

Hard evidence is needed to justify investments
and map cyber security spending to the
accepted level of risk of the company,
specifically for different functional areas, such
as executive communications, financial data,
remote employees and more.
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Although the CFO and CISO may share a broad set of goals, they approach those
goals from different angles. A CISO needs to know how effectively threats are
being detected, alerted and blocked in relation to the level of risk they are willing
to accept, while a CFO needs to clearly see the connection between that level
of risk and the effectiveness of security tools to justify spending across people,
process and technology to deliver a specific level of security and protect the
value of the company.
As cyber security teams sharpen their focus on security validation and
rationalization, the roles of the CFO and CISO become more closely aligned.
Working together, the CFO and CISO can confidently answer the fiduciary
questions of the board and broader financial markets regarding the specific
measurable value (such as budgets and stock price) of an organization’s
security stack.

LEARN MORE >
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Automate Your SOC
with Mandiant Advantage
DETECTION, RESPONSE, VALIDATION &
THREAT INTELLIGENCE ON ONE PLATFORM

CISOs face increasingly complex challenges, especially with
the heightened risk of security breaches. They must prioritize
resources to have the highest likelihood of success when
defending against relevant threats to their organization, while
continuously proving the value of security to the business at
large. But organizations often don’t have timely knowledge about
adversaries and the tactics used to target their operations. Even
worse, due to disjointed cyber security programs and product
silos, CISOs and their teams may lack a complete picture of their
own preparedness.
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“If you know the enemy and know yourself,
you need not fear the result of a hundred
battles.” -Sun Zu

For years, the approach to this situation was to hire more people, invest in more
controls and deploy technologies that could centralize the data needed to detect
and respond to adversaries. But that no longer works—repositories and critical
data are spread amongst the cloud and operating units. Complex tools are easily
misconfigured or poorly tuned and security teams cannot keep pace with the
speed at which attackers multiply and become more sophisticated. Proactive
leaders are searching for ways to understand both attackers that are relevant to
their specific organization and the readiness of their security controls to handle
those attacks. They also want to know how to manage the avalanche of alerts and
data efficiently, effectively and consistently, without sacrificing thoroughness.

Mandiant security researchers and breach response consultants deliver
unmatched knowledge of emerging and existing threat actors, along with their
tactics and techniques, through a suite of offerings that combine this intelligence
with capabilities to combat the most aggressive attackers. The Mandiant
Advantage platform is designed to make this knowledge and expertise accessible
to cyber security teams around the world in a timely manner. It also offers proven
solutions for validating security effectiveness and investigating potential incidents
at machine speed, scale and consistency.
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Mitigate Risk and Strengthen Your Security Posture with
Mandiant Advantage
The Mandiant Advantage platform delivers the best of Mandiant expertise and
technological capabilities in a Software-as-a-Service (SaaS). It provides real-time
threat intelligence and expertise and makes them actionable in an organization’s
environment by working across the security controls and tools already in place.
The platform weaves together:

Threat Intelligence
The most active, authentic and relevant breach, adversary, machine and
operational intelligence.

Automated Defense (formerly Respond Software)—Automated
investigation and triage that unifies multicategory, multi-vendor security
alerts using pre-built data science to virtually eliminate false positives
and deliver investigations at machine speed.

Security Validation—Automated, continuous measurement,
management and communication of the effectiveness of security
controls in an environment against the most relevant adversaries.

Mandiant Advantage helps companies prioritize and focus their cyber
preparedness and real-time security operations efforts based on the world’s most
informed breach intelligence. With the platform, CISOs can take the following four
important steps on an ongoing basis:
•

Leverage threat intelligence that prioritizes the threats that matter most.

•

Continuously validate performance of the controls they have in place, as well
as the processes and people that are tasked with protecting the organization.

•

Enhance the level of automated processes and expert managed services
used across all capabilities.

•

Gain quantifiable metrics that demonstrate security effectiveness to business
leadership.

Through these continuous measures, CISOs can prioritize and focus resources
where they are needed most, rationalize the security program, identify ways to
cut costs without impacting risk and report to leadership that the organization’s
brand and digital assets are protected and compliant.
Join our latest discussion about how breach intelligence empowers teams to
build an effective detection and response operation, watch on demand.

LEARN MORE >
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Lighten the Security
Analyst’s Workload
with XDR for Better
Threat Detection
How much time do you and your cyber security
team spend chasing false alerts or maintaining
security controls? How much time do you spend
training new security team members because
of employee burnout due to repetitive network
monitoring tasks?
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The vast majority of security operations address this problem manually, throwing
people at the alert tidal wave and hoping they are skilled enough to do a good
job; however, the consequences of looking at a screen all day can be far worse
than just individual boredom. Spending time on mundane tracking can actually
prevent organizations from improving their security posture or simply keeping their
environment and data secure. Unfortunately, the volume and complexity of alerts
has outstripped the traditional approach to analysis. Mandiant has a solution.

Better threat intelligence with automation
Good threat intelligence requires relevant context on the risks facing your
organization. Threat intelligence is critical, given how much more data is produced,
stored and shared, and given the sophistication of persistent threat actors looking to
turn your data into their financial gain.
Your security analysts can only do so much. They need help, which is possible
through automation. Humans are best at hunting for real attacks and chasing
down the attackers, while machines are great at repetitive, high-volume tasks. But
you want to have the right tools to complement your human workforce. For this
particular task, extended detection and response (XDR) is the right tool.
With Mandiant Automated Defense, our XDR solution, the analysis and triage
of security data is automated with a level of depth and consistency unmatched
by human analysis. Its intelligent decision engine provides built-in reasoning and
judgement to make faster and better decisions.
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By implementing this kind of automation,
SOC analysts are freed up to work on more
interesting and engaging activities, which can
go a long way towards reducing burnout.

Adding context to the clues
Context helps immensely when determining what is a threat and what isn’t. XDR
can recognize if a system has behaved the same way in the past and whether that
behavior was malicious activity. It remembers all the vulnerabilities a system may
have so it can gauge whether the activity it sees poses a real threat. This allows
people to spend their time remediating incidents and improving network security.
Deploying Mandiant Automated Defense is like adding a virtual team of superhuman
analysts to your security team. Mandiant Automated Defense allows your team to
focus on engaging, higher-value tasks such as threat hunting, combatting analyst
burnout, training drains and churn. You’ll also be able to on-board new analysts
quicker because the data is accurate and there are far fewer false positives. More
experienced analysts can focus on rolling out better protection capabilities. It’s
a win-win situation for everyone—analysts’ jobs become more rewarding and
improved threat intelligence makes the overall organization more secure.
For more information on improving your detection and response capabilities,
access our latest on-demand webinar or security effectiveness podcast

LEARN MORE >
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New Developments in
Mandiant Advantage
Threat Intelligence
It takes a lot of time for security analysts to
centralize and manage threat intelligence. The
process of collecting, aggregating and curating
open-source (OSINT) or private threat intelligence
is not easy. Making sense of millions of data points
drains SOC resources and distracts analysts from
critical tasks. Without well-trained analysts, the
volume and variety of sorted data can create more
questions than answers when tracking a threat.
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True cyber threat intelligence requires more than just data; the experts who work
with intelligence need actor context to get a full picture of threats, at-risk targets
and specific actor tactics to effectively prioritize threats that matter and improve
their defenses.

Launched in 2020, Mandiant Advantage Threat Intelligence offers organizations
of all sizes free access to publicly known actors, malware and vulnerabilities.
Threat indicators are captured from over 70 selected open-source feeds as
well as intelligence from the frontlines of incident response to give security
practitioners contextual, actionable and real-time threat intelligence.
Mandiant Advantage Threat Intelligence continually evolves to offer security
teams opportunities to improve their efficiency. Newly added features include a
browser plugin, the M-Score, a search bar, YARA rules and expanded intelligence
on actors and context.

M-Score
Mandiant Advantage Threat Intelligence is more than just a binary matching
report. All data is curated, collated and enriched with a unique algorithm
developed by Mandiant experts to rate the confidence of threat indicators. This
helps security analysts identify the severity of IP, domain or file hash indicators.
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Browser Plugin
Using the Mandiant Advantage Threat Intelligence Browser Plugin, teams can
instantly embed the most recent threat insights, context and research directly
from the platform into any web-based application page, enabling them to:
•

Receive actor or malware context when reading news articles to learn more
about their preferred targets or mode of operation.

•

Switch to Mandiant Advantage from the Browser Plugin to gain further
insight on actors and malware families

•

Highlight and score indicators within web-based security analytics tools such
as SPLUNK and QRadar to investigate the most relevant alerts first

•

Integrate and share threat insights to teams and workflows for prioritization,
collaboration, investigation and remediation

Search Bar
Using the new search bar, users can effortlessly find actors, malware and
vulnerabilities by name or locate the latest Mandiant threat reports for information
on threats relevant to their organization.

YARA Rules
The addition of YARA rules to Mandiant Advantage Threat Intelligence, often
referred to within cyber security as a “pattern-matching Swiss army knife,”
enables incident responders, security operations center (SOC) analysts and
detection engineers to quickly update their detection tools without reading pages
of threat reports to find malicious activity.

Actor and Context Expansion
The number of full-confidence tracked actors in Mandiant Advantage Threat
Intelligence has doubled since launch. Users can now view an ancestry timeline
which shows the merging of uncategorized actors (UNC) into further activity
clusters. Users can also review M-Scores for any new findings, offering faster
access to frontline discoveries.
Mandiant is committed to delivering the world’s most powerful and up-todate threat intelligence platform. Stay alert for new features reported in future
editions of The Vision!

LEARN MORE >
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CUSTOMER PROFILES

The Latest Success Stories from the Frontlines
Singapore Press Holdings
Singapore Press Holdings is Asia’s leading media
organization, publishing newspapers, magazines
and books in print and digital formats. Mindful of
attackers targeting the company’s content to derail
operations, the team sought Mandiant’s advice to
elevate their security posture. Read how Mandiant
implemented a comprehensive range of solutions
including FireEye Email Security, Network Security,
Helix and Endpoint Security to support their
enterprise risk management strategy.
READ ON >

Automobile Industry
Following a major security breach, a large
automobile manufacturer representing a
prominent brand deployed FireEye Mandiant
to evaluate their incident response capabilities
and provide recommendations to improve their
security program. Read the case study to learn
how Mandiant consultants undertook an initial
Response Readiness Assessment and presented
robust roadmaps leading the client to a more
effective security posture.
READ ON >
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FireEye Chat | Episode 9: Front and Center
on the Impact of the SUNBURST Supply
Chain Attack on the Security Industry

WATCH ONLINE >

Join us as our experts take a close look at the threat group behind the SUNBURST incident as well
as its implications on the broader cyber security industry. We also consider what your organization
should do to better protect itself from a breach of this magnitude.
Be sure to see what other webinars are available from FireEye

VIEW OUR WEBINARS >

ON DEMAND

VIRTUAL SUMMIT 2021
Innovation Forward:
A New Era of Resilience
WATCH ON-DEMAND >
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We hope you enjoyed this edition. Get the latest
cyber security news from the frontlines by reading
The Vision online.

vision.fireeye.com

Get in touch to find out how our security
solutions can help protect your organisation.

contact-us@fireeye.com
www.fireeye.com

