CUSTOMER STORY

Capital Management Firm Enhances
Asset Security

FACTS AT A GLANCE
INDUSTRY
Finance
SOLUTIONS
FireEye Network Security
FireEye Endpoint Security
FireEye Email Security
FireEye Managed Defense
BENEFITS
Global intelligence leveraged to provide
comprehensive local protection
No need for extensive internal
resources to secure infrastructure
Detection of threats automatically
triggers remediation process

CUSTOMER PROFILE
This capital management firm works
primarily with companies in the
biotech and healthcare industries
and holds assets under management
totaling hundreds of millions of US
dollars.

Importance of Cyber Security
As the number of data networks, digital applications and internet and mobile
users grows, so do the chances of cyber exploitation and online crimes. Today,
with a security breach being just one click away, it is vital for every business
to safeguard its assets. Perpetrators range from nation-state hackers and
disgruntled employees to organized crime units and even activists.
For a company that truly cares about protecting the assets of its investors –
both data and money – mitigating the risk of cyber attacks is fundamental to
this capital management firm. The chief compliance officer shared, “There are
always threats and you don’t know when they will materialize. We must be
prepared to respond when someone attempts to breach our infrastructure. All
we’re really doing is playing defense. We wanted to invest in technologies that
enable us to proactively prevent and mitigate this risk.”
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“We believe FireEye offers the most in-depth suite of solutions from an
intelligence standpoint, as well as a threat protection perspective.”
— Chief Compliance Officer, Capital Management Firm

Building a Secure Foundation
In assessing cyber security alternatives, the chief
compliance officer considered both investing in in-house IT
resources or outsourcing its security operations, and stated,
“After we researched all the alternatives, we became very
comfortable entrusting the analysis and remediation of
cyber threats to FireEye: We believe FireEye offers the most
in-depth suite of solutions from an intelligence standpoint,
as well as a threat protection perspective.”
The company implemented FireEye Network Security,
FireEye Endpoint Security, FireEye Email Security, and
FireEye Managed Defense.
Protection Against Costly Breaches
With FireEye Network Security, the firm proactively
screens and blocks malware hiding in Internet traffic.
FireEye Endpoint Security detects, prevents, and
responds to malware and threats often missed by
traditional anti-virus products. FireEye Email Security
preemptively inspects and blocks emails in real-time for
behavioral anomalies and Trojan horse attachments to
thwart attacks. FireEye Managed Defense acts as the
firm’s intelligence team, providing real-time visibility into
evolving threats and managing the remediation process
should it become necessary.
“The FireEye Managed Defense team is so essential
to our cyber security landscape,” asserted the chief

compliance officer, “We are delighted that we have such
a robust partner like FireEye to help take care of our
entire infrastructure.”
Expert Knowledge Prompts Peace of Mind
Backed by its FireEye suite of solutions and services, the
chief compliance officer has confidence in the firm’s cyber
security posture, and explained, “With FireEye, I know
that we are part of a worldwide data-gathering network.
When a zero-day offensive is launched – even if it’s not
specifically targeting the financial sector – we instantly
receive notification from FireEye and are positioned to
protect ourselves.
“I’m able to track the progress and see which techniques
the FireEye experts are using to process information and
conduct analysis. It makes us feel better that we are not
just one firm out in the world waiting to get breached;
there’s a whole host of environments around the globe
that are connected from a data intelligence standpoint to
help guide the decisions that are being made.”
The chief compliance officer concluded: “FireEye has data
like no other organization. I know that if there’s a threat
actor thinking about breaching us, FireEye most likely
already has information about who they are, what they
want, and how to stop the situation from happening. I am
comfortable knowing that the experts at FireEye will notify
me before any sort of breach or threat gains traction.”
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FireEye is the intelligence-led security company. Working as a
seamless, scalable extension of customer security operations, FireEye
offers a single platform that blends innovative security technologies,
nation-state grade threat intelligence and world-renowned Mandiant®
consulting. With this approach, FireEye eliminates the complexity
and burden of cyber security for organizations struggling to prepare
for, prevent and respond to cyber attacks. FireEye has over 6,600
customers across 67 countries, including more than 45 percent of
the Forbes Global 2000.
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