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ThreatSpace
Practice responding to real-world threats — without 
the real-world consequences.

The Mandiant Difference
Mandiant, a FireEye company, has over 14 years of experience at the forefront of 
cyber security and cyber threat intelligence. Our incident responders have been 
on the frontlines of the world’s most complex breaches worldwide. We have 
a deep understanding of both existing and emerging threat actors, as well as 
their rapidly changing tools, tactics and procedures. 

Overview

ThreatSpace is a technology-enabled service that allows your organization to 
assess and develop its security team’s ability to respond to real-world threats 
in a consequence-free environment. Using a virtualized environment that 
simulates typical IT infrastructure such as network segments, workstations, 
servers and applications, teams use ThreatSpace to assess their technical 
capabilities, processes and procedures as they investigate simulated attack 
scenarios.

The scenarios, based on Mandiant’s extensive incident response experience 
responding to thousands of breaches, include the latest adversary tactics, 
techniques and procedures (TTPs) and test an organization’s ability to 
detect, scope and remediate a targeted attack. Throughout the process 
Mandiant incident response experts provide real-time feedback and 
coaching to help improve your security team’s ability to respond to cyber 
attacks. 

Our analysis-focused and technology-agnostic approach tests your security 
team’s ability to identify and prioritize systems and forensic artifacts to 
analyze including:

WHAT YOU GET

• Identify gaps and opportunities for 
improvement: Investigate real-world, 
complex incidents to identify gaps in 
training, processes, procedures and 
communication plans.

• Learn from incident response experts:  
Work closely with experienced Mandiant 
incident responders who draw on 
years of intelligence-led investigative 
expertise to assess and provide real-
time feedback and coaching. 

• Investigate critical security incidents: 
Familiarize your response and 
intelligence teams with the latest attack 
scenarios and attacker TTPs relevant to 
your organization, as learned from from 
Mandiant advanced persistent threat 
(APT) investigations. 

• Gain experience with different attack 
scenarios and threat actors: Evaluate 
and improve the abilities of your 
incident response and intelligence 
teams as they respond to various attack 
scenarios and actors.

• Research and analyze identified threats: 
Learn to research attacker TTPs and 
identify indicators of compromise from 
host-based artifacts and network-based 
artifacts..

Affected systems, networks, 
user accounts and applications

Malicious software and 
exploited vulnerabilities

Information accessed  
and/or stolen
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Move LaterallyMaintain Presence

Gain initial access 
into target

Strenghten position
within target

Steal valid 
users credentials

Identify target
data

Package and steal 
target data
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Move LaterallyMaintain Presence

• Spear-phishing • TWINSERVE
• TURNEDUP

• Mimikatz
• GREATFALL

• ADExplorer utility
• PowerView component 
 of the PowerSploit 
 framework
• Native OS commands

• WinRAR
• FastUploader V.1
• Staged data in hidden
 $Recycle.Bin directories

• NANOCORE
• NETWIRE
• TWINSERVE
• TURNEDUP
• DROPBACK
• VPN Access

• PsExec
• WMI
• V8 Scripts
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Initial Compromise Establish Foothold Escalate Privilege Internal Reconnaisance Complete Mission

Move LaterallyMaintain Presence

• Spear-phishing
• Leverage social
 media to share links
 to malicious files
• Accessed unauthenticated
 MySQL database
 administration web
 application
• Brute force attack
 against OWA to access 
 Exchange Control 
 Panel

• Webshells
• RDP
• VPN Access
• SSH tunnels to CS servers
• Created shortcuts in 
 startup folder
• Plink
• POWRUNER

• PsExec
• WMI
• RDP
• PowerShell scripts
• Wscript
• Plink
• ELVENDOOR

• POWBAT
• HELMINTH
• ISMAGENT
• Webshells including
 SEASHARPEE

• Mimikatz
• Key logger
• KEYPUNCH
• Lazagne
• Brute force password
 attacks
• Modified Outlook Web
 App logon pages on
 Exchange Servers

•
• SoftPerfect
 Network Scanner
• PowerShell scripts
• Native OS commands
• GOLDIRONY
• CANDYKING

• PowerShell scripts
 used for data 
 exfiltration via DNS
• Exfiltration via RDP
• Compress data into
 RAR files, stage them
 to an internet accessible
 server, then download
 the files.
• Exported email boxes
 (PST files)
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Initial Compromise Establish Foothold Escalate Privilege Internal Reconnaisance Complete Mission

Move LaterallyMaintain Presence

• Phishing
• Valid Credentials 
 Obtained From Previous
 Compromise
• Password Spray
• Ekton CMS Vulnerability
• Strategic Web
 Compromise

• FIVERINGS
• BROKEYOLK
• RARESTEAK
• Meterpreter
• Bath File That Persisted
 Via a Registry Run-Key
• Powershell
• TightVNC
• VPN

• Mimikatz
• Procdump
• Psexec
• RDP
• Plink

• Credential Theft
• Webshells, Including
 Tunna and ASPXSHELLSV
• DRUBOT
• MANGOPUNCH
• HOUSEBLEND
• PUPYRAT

• Steal Valid User
 Credentials, Including
 Soft Token
• Gain Access to Domain
 Controllers, Exchange/
 CAS Servers
• Alter Mailbox Access
 Rights
• Powershell

• Access Mailboxes
• SoftPerfect Network
 Scanner
• SMB Scanning
• O�ce365

• Delete Log Files
• Delete and Overwrite 
 Files
• Stage RAR Files
 in Local Folders
• Download Personal
 Storage Table (PST)
 Archive
• Create Email 
 Forwarding Rules

 

PHASE 1

initial Reconnaisance

Indentify exploitable
vulnerabilities
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ThreatSpace scenarios go through all phases of the targeted attack life cycle.

Attack Lifecycle.

Identify scenarios Review goals, expectations 
and logistics

Discuss incident response 
processes and procedures

Service Delivery
Romote Preparation

REMOTE 
Scenario identification  

and range configuration

ONSITE: 1/2 DAY
Team preparation and 
range familiarization

ONSITE: 2 DAYS
Hands-on scenario 

investigations

ONSITE
Scenario debriefs

FireEye, Inc.  
601 McCarthy Blvd. Milpitas, CA 95035  
408.321.6300/877.FIREEYE (347.3393) 
info@FireEye.com  

To learn more about FireEye, visit: www.FireEye.com

About FireEye, Inc. 
FireEye is the intelligence-led security company. Working as a 
seamless, scalable extension of customer security operations, 
FireEye offers a single platform that blends innovative security 
technologies, nation-state grade threat intelligence, and world-
renowned Mandiant® consulting. With this approach, FireEye 
eliminates the complexity and burden of cyber security for 
organizations struggling to prepare for, prevent, and respond 
to cyber attacks. FireEye has over 5,300 customers across 67 
countries, including more than 845 of the Forbes Global 2000.

© 2018 FireEye, Inc. All rights reserved. FireEye is 
a registered trademark of FireEye, Inc. All other 
brands, products, or service names are or may be 
trademarks or service marks of their respective 
owners. DS.TS.US-EN-032018

Onsite Scenarios
• Half-day training and range familiarization. 
• Two days of hands-on investigation of a simulated 

attack that progresses through the phases of the attack 
lifecycle. Mandiant incident responders provide real-time 
feedback and coaching to your incident responders and 
cyber threat analysts throughout the scenario.

• Debriefs to review team achievements and strengths as 

well as gaps in training, processes and procedures, with 
recommendations for improvements.

Deliverables

After the engagement, you receive a report that identifies 
observed strengths and recommended enhancements to 
your organization’s incident response capabilities.


