In M-Trends 2018, we look at some of the

latest trends revealed through incident
L response investigations by Mandiant, a

FireEye company, from October 1, 2016

TRENDS FROM THE FRONT LINES

GLOBAL ATTACK NEWLY NAMED
APT GROUPS

FireEye tracks thousands of threat actors,
‘ but pays special attention to state-sponsored
attackers who carry out advanced persistent
g threat (APT) attacks. In 2017, FireEye
L J promoted four attackers from previously
tracked TEMP groups to APT groups.

Uptick in cyber attacks originating
from lran-sponsored threat actors.

Name APT32 APT33 APT34 APT35

Date Named March 20, 2017 August 21, 2017 November 14, 2017 December 15, 2017

Sponsoring Nation Vietnam lran lran lran

Targets Foreign corporations with investments in Vietnam, Defense, aerospace and petrochemical Financial, government, energy, chemical, U.S. and the Middle Eastern military, diplomatic
foreign governments, journalists, and Vietnamese organizations. Saudi Arabian and Western telecommunications and other industries. Repeated and government personnel; organizations in
dissidents. Network security and technology organizations that provide training, maintenance targeting of Middle Eastern financial, energy and the media, energy and defense industrial base
infrastructure organizations with connections to and support for Saudi Arabia’s military and government organizations. (DIB); and engineering, business services and

S _ foreign investors. commercial fleets. telecommunications sectors.
Gap in visibility and detection due to

inadequately trained staff.

<[> BREACH NOTIFICATION GLOBAL DWELL TIME

SDUREES Notification By Source All Sources
While global dwell time hasn’t Compromises 57.5
Organizations across the globe are identifying _Ch"’?gged r_r(;uch_;ro(;n. 2 t|<|) 2016& | Dtlsc0\1esred by DAYS
attacker activity on their own more often than 38% |hn<:| ents | re]ntr: 1€ m(’;ernl? y tend to nternal sources Dwell time is the
they are being notified by external sources. ave a much shorter dwell time. number of days from

Attackers gaining access due to
weaknesses in critical security
fundamentals.
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While this is trending in the right direction, too
many organizations aren’t aware that they’ve
been compromised without external help.

62%

Compromises Detected Internally

External Sources

2017 to minimize the impact
KEY of outlying values.
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CHBER SECURITY SKILLS GAP ONCE A TARGET, ALWAYS A TARGET

Our investigations indicate that there are not enough security Organizations that have been the victim of a targeted
analysts with the experience to identify a legitimate threat from a compromise are likely to be targeted again.

constant stream of alerts. A significant attack

is attacker activity
affecting at least

43% of our managed

detection and response
, customers. It may

include data theft,

Unfilled U.S. cybersecurity roles’ Minimum number of full-time employees required compromised accounts,

to staff a 24/7 cyber defense center credential harvesting,
lateral movement and

spear phishing.

Skills Gap is Most Evident During Initial Compromise

We reviewed the incidents to which we responded in 2017 to see which phases of the attack lifecycle gave us the most
evidence to investigate. The critical initial compromise period only provided 8% of the evidence—most probably due to
a glut of alerts and a lack of in-house skills needed to identify noteworthy threats.

Initial Compromise 8%
Establish Foothold 19%
Escalate Privileges 7%
Internal Reconnaisance 10%

Lateral Movement 20%

Phases of attack life cycle

Maintain Persistence 22%

Complete Mission 14%

o
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1 National Initiative for Cybersecurity Education (NICE), 2017.
2 Based on FireEye Managed Defense customers who came out of Mandiant incident response.
3 “Other” includes aerospace and defense, construction and engineering, education, mining, nonprofit, telecommunications, transportation and logistics, agricultural and forestry.



