data sheet

Security Program Assessment
Evaluate your information security program to
improve your security posture and reduce risk

Figure 1. 10 Critical Security Domains.
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Overview
We combine industry standards with our expertise and intelligence to
evaluate your program across 10 critical security domains. During the
assessment, Mandiant consultants review documentation, perform interviews
and facilitate interactive workshops to understand your current state and
to ensure future improvements are driven through collaboration. We deliver
actionable recommendation and an implementation roadmap specific to your
organization’s short- and long-term goals.
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Mandiant has been at the forefront of cyber security and cyber threat intelligence
since 2004. Our incident responders have been on the frontlines of the most
complex breaches worldwide. We have a deep understanding of both existing
and emerging threat actors, as well as their rapidly changing tactics, techniques
and procedures. The Security Program Assessment draws on this expertise to
deliver tailored, actionable recommendations that will improve your security
posture, reduce risk and minimize the impact and cost of a security incident.
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WHAT YOU GET
• Executive Summary:
A summary of findings and
recommendations along with
key benchmarking insights.
• Observations and Gap
Analysis: Using industry
frameworks as a benchmark,
the gap analysis identifies
domains that need further
development and provides a
maturity development plan
to help strengthen security
posture and reduce risk.
• Security Program Roadmap
and Recommendations:
A strategic and tactical plan
with recommendations on
sequencing and prioritization
for improving the
effectiveness across domains.

Our Approach
We conduct an in-depth evaluation of the organization’s information security
programs across 10 security domains, each of which is mapped to compliance,
security and industry frameworks. At the end we provide findings prioritized
into short-, medium- and long-term recommendations designed to improve the
organization’s security posture, based on its risk posture and security maturity
level at the time of assessment.
Recommendations will include guidance on how to fully utilize existing tools as
well as suggestions for new tools and processes that can be implemented to
improve security posture and reduce risk.
Assessment Process
Step 1: Documentation collection and analysis
Step 2: Interactive workshops and executive meetings
Step 3: Recommendations and roadmap

• Industry Benchmarking
Insights: Customers will
get insights on the security
posture and risk profiles of
similar-sized companies in
their industry vertical.
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About FireEye, Inc.
FireEye is the intelligence-led security company.
Working as a seamless, scalable extension of customer
security operations, FireEye offers a single platform
that blends innovative security technologies, nationstate grade threat intelligence and world-renowned
Mandiant® consulting. With this approach, FireEye
eliminates the complexity and burden of cyber security
for organizations struggling to prepare for, prevent and
respond to cyber attacks.

